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Detecting P2P botnet based on therole of flows
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Abstract: Towards the weaknesses of the existing detection methods of P2P botnet, a novel real-time detection model
based on the role of flows was proposed, which was named as RF. According to the characteristics of flows, the model
made the flows play the different roles in the detection of the P2P botnet to detect the essential abnormality and the
attacking abnormality. And the model considered the influence on the detection of the P2P botnet which the Web
applications generated, especially the applications based on the P2P protocols. To minimize the false positive rate and
false negative rate, a real-time method based on the sliding window to estimate the Hurst parameter was proposed, and
the Kaufman algorithm was applied to adjust the threshold dynamically. The experiments showed that the model was able
to detect the new P2P botnet with a relatively high precision.
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